Page 1



3GPP TSG-SA WG3 Meeting #96 adhoc
S3-193584
Chongqing (China), 14-18 October 2019











revision of S3-19xabc
Source:
China Mobile, Nokia, Nokia Shanghai Bell
Title:
Draft CR of AKMA Architecture
Document for:
Approval

Agenda Item:
5.2.1
1
Decision/action requested

This document proposes the draft CR of AKMA architecture. SA3 is kindly requested to approve this doc.
2
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3
Rationale

According to the conclusion in clause 7.1 [1], the fundamental architecture for AKMA is proposed below, as the baseline for further inputs.

4
Detailed proposal
***Start of Changes ***
4
Architecture for Authentication and Key Management for Applications (AKMA)
Editor’s Note: Titles and Numberings of sub clauses could be adjusted according to the content.
4.1
Reference model

Editor’s Note: This clause will give an AKMA architecture model and describe the general AKMA principle.
Figure 4.1 shows a fundamental network model of the entities involved in the approach of authentication and key management for applications in 5G, as well as the interfaces between them.
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Figure 1: Fundamental Network Model for AKMA

Editor’s Note: Interfaces between AKAF and AUSF, AKAF and AApF are to be defined.
The AKMA service requires two new logical entities:

-
The AKMA Anchor Function (AKAF)
-
The AKMA Application Function (AApF)
AKAF is the anchor function for AKMA that provides UE authentication services using the AKA credentials. It generates the key material to be used between the UE and the AApF and maintaining a UE AKMA context to be used for subsequent bootstrapping requests.
Editor’s Note: How the AKAF is realized (whether it’s a new standalone NF or collocated with AUSF or NEF) and whether it needs to be specified is FFS.
AApF is an application function that benefits from the AKMA authentication services and whenever needed requests keying material from the AKAF. The AApF interfaces with the AKAF over a secure interface.

Editor’s Note: The architecture might be updated considering the romaing cases, or the architecture applicable to roaming environment is to be added.
4.2
Network elements and entities
Editor’s Note: This clause will give an AKMA architecture model and describe the general AKMA principle.
4.2.1 AKMA Anchor Function (AKAF)

4.2.2 AKMA Application Function (AApF)

4.2.3 AUSF

4.2.4 UDM

4.2.5 AMF

4.2.6 UE
*** End of Changes *
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